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CpaBHuUTENIbHAA oueHKa ctomMmocTu IT-yrpos

The Cost of Threats
Dollar Amount of Loss by Type of Attack (CSI/FBI 2004 Survey)
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Y10 Takoe DD0S?
DDoS-aTaka (oT aHrn.

Distributed Denial of
Service, pacrnpenesieHHas
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Architecture of a DDo5 Attack

R e

(NpaBoMepHbIe)

NoJsZib30BaTe/ I CUCTEMbI HE

MOrYT NOAY4YUTb AOCTYN K

npenocTaB/SseMbIM

cucTtemMon pecypcam, nmbo
wcnm b

3TOT OOCTYN 3aTPYLOHEH.




Buabl DD0S-aTak

- PV OAaHHOM BUAeEe aTaku Ha aTaKyeMbIn y3er
HanpassiseTca 6onbwoe konn4yectso SYN-nakeToBs no
npoTtokony TCP (3anpocoB Ha OTKPbITUE coeanHeHns). Npwu
3TOM Ha aTakyeMOM CcepBepe Yyepe3 HEKOTOopoe BpeM4
ncHepnbiBaeTCAa KOJIMYeCcTBO CBOOOOHBLIX COKETOB U CepBep
rnepecTaeT oTBeYaTh.

- B cniydae HTTP-dpaiyoa B paMKax yxxe
ycTaHoBneHHoro TCP-coegnHeHUa K cepBepy NpPonucxonaT
MHO>XeCTBeHHble obpalleHuns, Kak npoctenwee GET /, Tak n
bonee cnoxHbole Hanogobumne GET /index.php?
search=<gooooo0000000gle>, npuBogsLllne, Kak NPaBuo, K
ncyeprnaHMo CUCTEMHLIX pecypCoB.

- 3TOT TN yna npenHasHayYeH npexxae BCero
07151 3aTOMNJIEHNSA KaHala CBA3N.

- TO »XXe, HO ¢ nomMmowbio ICMP-nakeTOB.

"[lpyrmne suabl DDoS (Distributed Reflection Attack, DNS
Amplification Attack, Smurf, Slowloris, JavaScript DDoS)



SYN-cpnyn

- Pu

[root@ul /home/exorcist]# netstat -an|awk '/tcp/ {print $6}' |sort|uniqgq -c
4 CLOSED

CLOSE_WAIT
ESTABLISHED
FIN_WAIT_1

FIN_WAIT_2
LAST_ACK
LISTEN
SYN_RCVD
TIME_WAIT
[root@ul /home/exorcist]# |} MEGA-ADMIN




HTTP-cpniyn

Wi | [=] |-E5-

= #
85.107.214.237 - - [23/Dec/2010:15:28:11 +0300] "PosT_/ HTTP/1.0" 200 6681 "http://|E
fomenko.ru" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; rv:1.9.0.2) Gecko/2008091
620 Firefox/3.0.2"

41.232.78.226 - - [23/Dec/2010:15:28:11 +0300] "PosT / HTTP/1.0" 200 6681 "http://g
azeta.ru' "Mozilla/5.0 (Windows; U; Windows NT 5.1 ru; rv:1.9.0.3) Gecko/200809241
7 Firefox/3.0.3 (.NET CLR 3.5.30729)"

180.190.148.204 - - [23/Dec/2010:15:28:11 +0300] "PosT / HTTP/1.0" 408 0 "http://g
smeteo.ru"” "Mozilla/5.0 (Windows; U; Windows NT 6.1: -US) ApplewebKit/532.5 (KHTM
L, like Gecko) chrome/4.0.249.89 safari/532.5"

109.251.97.229 - - [23/Dec/2010:15:28:11 +0300] "posT / HTTP/1.0" 200 6681 "http://
yahoo.com" "Mozilla/5.0 (Windows; U; Windows NT 5.1; en-uUs; rv:1.9.1) Gecko/2009062
4 Firefox/3.5"

200.215.222.201 - - [23/Dec/2010:15:28:11 +0300] "POST_/ HTTP/1.1" 200 6681 "http:/
/google.com” "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; rv:1.9.0.3) Gecko/200809
2417 Firefox/3.0.3"

178.93.67.247 - - [23/Dec/2010:15:28:11 +0300] "PoST / HTTP/1.0" 200 6681 "http://y
andex.ru" '"Mozilla/4.0 (compatible; MSIE 6.0; Nitro) Opera 8.50 [it]"
93.74.58.138 - - [23/Dec/2010:15:28:11 +0300] "PosT_/ HTITP/1.0" 200 6681 "http://fo

Tenko.ru" "Mozilla/5.0 (X11; U; Linux i686; en-Us; rv:1.7.9) Gecko/20050711 Firefox
1.0.5"

81.90.234.87 - - [23/Dec/2010:15:28:11 +0300] "PosT_/ HTTP/1.0" 200 6681 "http://re
ferat.ru" "Mozilla/5.0 (Windows; U; Windows NT 5.1; en-us)"
4123.49.61.120 - - [23/Dec/2010:15:28:11 +0300] "POST / HTTP/1.0" 200 6681 "http://1

enta.ru” "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; rv:1.9.0.7) Gecko/2009021910
Firefox/3.0.7"

115.87.141.67 - - [23/Dec/2010:15:28:11 +0300] "PosT / HTTP/1.0" 200 6681 "http://g
ismeteo.ru" "Mozilla/4.0 (compatible; MSIE 6.0; Nitro) Opera 8.50 [es-es]"
195.238.117.35 - - [23/Dec/2010:15:28:11 +0300] "POST é HTTP/1.0" 200 6681 "http://
subscribe.ru" "Mozilla/2.0 (compatible; MSIE 3.01; Windows 98)"
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[root@ul /home/exorcist/DDos]# |} MEGA-ADMIN
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[lporpy3ka ana4vem npoweccopa npm CUbHOM
HTTP-qonyne

1 100.0%] Tasks: 223 total, 151 running

2 100.0%] Load average: 131.34 73.90
3 100.0%] Uptime: 8 days, 04:34:54

4 100.0%]
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PID USER
12569 www-data

VIRT FES
248M 56580

TIME+

3900 P
245M 53536 3872 fusrfsb1nfapach92
245M 53860 3984 Jusr/sbin/apache?2

:20.50 fusr/sbin/apache2
:17.03 /Jusr/sbinfapache?2
:18.21 /usr/sbin/apache?2
:17 .48 /Jusr/sbin/apache2
:35.78 /Jusr/sbinfapache?2
:24.33 Jusr/sbin/apache?2
:17 .08 /Jusr/sbin/apache2
:15.72 Jusr/sbinfapache?2
: . Jusr/sbin/apache?2
:17.65 /Jusr/sbinfapache?2
:15.80 /fusr/sbin/apache2
:17.30 /Jusr/sbinfapache?2
:17.80 /Jusr/sbinfapache?2
:20.67 Jusr/sbin/apache2
:17.10 /usr/sbinfapache?2
:21.46 /Jusr/sbin/apache?2
:20.17 /Jusr/sbin/apache2
:18.08 Jusr/sbin/apache?2
:17.60 Jusr/sbin/apache?2
:1?.60 /usr/sbinfapache2
:17.55 J/usr/sbin/apache?2

F8F9Flﬂ ER

246m 55148 4376
244M 52468 3792
246m 54360 3780
244m 53248 3952
250M 59024 4392
245m 53708 4004
246m 54680 4000
245m 53604 3840
245mM 53804 3928
242mMm 50168 3572
245mMm 54060 3976
244m 52800 3712
241M 49284 3228
244m 53048 3940
245mM 54204 3916
246M 54984 3920
245mM 53400 4224
246M 54676 3864
242M 49420 3192
244mM 52448 3948
12536 20 245m 54020 4360 .
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Remote ENM/Media Viewer - admin at
s L

Control Preferences Help

I‘ Mouse Sync | (Mouse Hide | L Ctl| (L Win| L Alt| R AKl| RWin| (R Ctl

Device ethA
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Comtext | ([Lock] |Ctl-ARk-Del| LM: off

Curr: 363887.81 kBitrs
g . 1
Min: 336724.38 kBit-s
Max: 4684493.88 kBit-s
Ttl: 249441.44 MByte

155441.28 kBit/s
159396.86 kBit.s
145886.69 kBits
168565.38 kBitrs
§2615.88 MByte_
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UDP-cpnyn Counter-Strike cepepa

21:57:03.185076 IP 134.159.131.65.27005 > 212.67.2.74.27016: UDP, length 1
21:57:03.185080 IP 78.151.151.63.27005 > 212.67.2.74.27016: UDP, length 1
21:57:03.185085 IP 184.36.201.120.27005 > 212.67.2.74.27016: UDP, length 1
21:57:03.185089 IP 31.175.236.134.27005 > 212.67.2.74.27016: UDP, length 1
21:57:03.185094 1P 16.101.63.130.27005 > 212.67.2.74.27016: UDP, length 1
21:57:03.185098 IP 120.131.52.85.27005 > 212.67.2.74.27016: UDP, length 1
21:57:03.185103 IP 78.32.120.249.27005 > 212.67.2.74.27016: UDP, length 1
21:57:03.185107 IP 206.137.242.16.27005 > 212.67.2.74.27016: UDP, length 1
21:57:03.185112 IP 78.32.251.75.27005 > 212.67.2.74.27016: UDP, length 1
21:57:03.185121 IP 219.63.200.27.27005 > 212.67.2.74.27016: UDP, length 1
21:57:03.185125 1P 145.130.51.134.27005 > 212.67.2.74.27016: UDP, length 1
21:57:03.185130 1P 212.3.85.36.27005 > 212.67.2.74.27016: UDP, length 1
21:57:03.185139 1P 31.174.164.168.27005 > 212.67.2.74.27016: UDP, length 1
21:57:03.185229 1P 178.35.73.139.27005 > 212.67.2.74.27016: UDP, length 1
21:57:03.185245 IP 33.194.145.131.27005 > 212.67.2.74.27016: UDP, length 1
21:57:03.185261 IP 35.122.21.16.27005 > 212.67.2.74.27016: UDP, length 1
21:57:03.185277 1P 201.61.212.20.27005 > 212.67.2.74.27016: UDP, length 1



NHCTpYyMeHTbl ANna npoBeneHns
DDoS-aTak
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[MaHenb ynpassieHna Black Energy Botnet

Control bots

Flooders options
ICMP Flooder

1000

atkack rod
gssions; 30 (Far 'drop by bimeaut)
Command
wait [ help ]

refresh rake: (in minukes)

subrmik
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IE| Bot commar
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MOJLEJIb MHOFOYPOBHEBOM 3ALUUTHI OT
DDOS-ATAK

Oner bouues, mega-admin.com
LVEE 2011




IPTABLES

YcTaHaBMBaEM JIMMUT Ha KOJINYECTBO HOBbIX COeaUHEHUN C
ogHoro IP B eguHMLy BpeMeHwu

iptables -A INPUT -p tcp -m hashlimit --hashlimit-upto 1/sec --
hashlimit-burst 3 --hashlimit-mode srcip --hashlimit-name
HTTPD DOS -m tcp --dport 80 -m state --state NEW -j ACCEPT

Pexxem 60TOB C “HenpaBuibHbIM” UserAgent

iptables -1 INPUT 1 -p tcp --dport 80 -m string --string
"America Online Browser" --algo kmp -j DROP

Oner bonues, mega-admin.com
LVEE 2011

GNU/Linux



IPTABLES

PexxeM BXoasaWwmm icmp

iptables -1 INPUT -p icmp -j DROP --icmp-type 8

OrpaHun4ymBaem udp-gpayn

iptables -1 INPUT -p udp --dport 53 -j DROP -m connlimit
--connlimit-above 1

Oner bonues, mega-admin.com
LVEE 2011

GNU/Linux



TCP OPENING

TCP STATES
for the 3-Way Handshake

Client Server
States States

i
SYMN SENT M,
3 S‘fN >
..l""f
£ svn ACK
ACK >
o

LISTENING

SYN_RCVD

ESTABLISHED

CLIENT | ESTABLISHED LISTENING
SERVER

Oner bonues, mega-admin.com
LVEE 2011
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TCP CLOSING

TCP STATES

for a standard connection close

Initiator Receiver
States States

FIN_WAIT_1

CLOSE_WAIT

FIN_WaAIT_2

CLIENT

N LASTACK | [ ISTENING
TIME_WAIT SERVER

CLOSED

Oner bonues, mega-admin.com
LVEE 2011

GNU/Linux



LINUX KERNEL

net.ipv4.tcp_syncookies =
net.ipv4.tcp_max syn backlog
net.ipv4.tcp synack retries =
net.ipv4.tcp_keepalive time =
net.ipv4.tcp keepalive intvl =
net.ipv4.tcp_keepalive probes
net.ipv4.tcp fin_timeout =
net.ipv4.netfilter.ip_conntrack_max =
net.ipv4.netfilter.ip_conntrack tcp timeout close =
net.ipv4.netfilter.ip_conntrack tcp timeout time wait =
net.ipv4.netfilter.ip_conntrack tcp timeout last ack =
net.ipv4.netfilter.ip_conntrack tcp timeout close wait =
net.ipv4.netfilter.ip_conntrack tcp timeout fin_wait =
net.ipv4.netfilter.ip_conntrack tcp timeout _established =
net.ipv4.netfilter.ip_conntrack tcp timeout syn recv =
net.ipv4.netfilter.ip_conntrack tcp timeout syn sent =

Oner bonues, mega-admin.com
LVEE 2011

GNU/Linux



BAH-CKPUINT

#!/bin/sh

counter=1

reqno=0

foriin netstat -nap|grep ‘awk '{print $5}'|cut -d ":"' -f 1|
sort|uniq -c|sort -gr|head”

do

if [ expr $counter % 2" -ne 0 ]
then

reqno==3i

else

if [ $reqno -gt 4 ]

then route add $i reject

fi

fi

counter="expr $counter + 1-
done

Oner bonues, mega-admin.com
LVEE 2011
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NGINX

OOLWMN TIOHUHT

# YBennydnBaemM MaKCMMasibHOE KOJINYECTBO UCMNOJb3yeMbixX dansioB
events {

# YBeim4mBaeM MaKCMMaslbHOE KOJINYEeCTBO BO3MOXXHbIX
coeanHeHnn

}
http {

# OTK/II04aeM TaMayT Ha 3akpbiTue keep-alive coeguHeHun
# He oToaem Bepcuio Nginx B 3aroJioBKe oTeBeTa

# CbpacbiBaeM nonysakpbiToe coeguHeHne

Oner bonues, mega-admin.com
LVEE 2011

GNU/Linux



NGINX

3apaeM JIMMUT Ha KOJIMYeCTBO OO HOBPEMEHHbIX COeAUHEeHUM
c ogHoro IP-appeca:

http {
include /usr/local/etc/nginx/mime.types;
default type application/octet-stream;
access log /var/log/nginx/access.log;

server_tokens off;

log_format IP '$remote _addr’;
reset timedout connection on;

location / {

Oner bonues, mega-admin.com
LVEE 2011

GNU/Linux



APACHE

ObWMIN TIOHUHT

# YMeHbllaeM TanmMayTbl Ha 06paboTKy coeanHeHnn
(default value is 300!)
(default value is 15)

Oner bonues, mega-admin.com
LVEE 2011

GNU/Linux



APACHE

CtaBum - Apache Moaynb ons opraHn3saumnm
3aWwmnTbl oT DDOS-aTak:

cd /usr/local/src/

wget http://www.zdziarski.com/blog/wp-
content/uploads/2010/02/mod_evasive_1.10.1.tar.gz
tar -xzvf mod_evasive 1.10.1.tar.gz

cd mod_evasive/

apxs2 -C -i -a mod_evasive20.c

cd /etc/apache2/mods-available/

nano evasive20.load

LoadModule evasive20_module
/usr/lib/apache2/modules/mod _evasive20.so

nano evasive20.conf

a2enmod

apachectl configtest && /etc/init.d/apache?2 restart

Oner bonues, mega-admin.com
LVEE 2011




APACHE

<IfModule mod_evasive20.c>
DOSHashTableSize 3097
DOSPageCount 2
DOSSiteCount 100
DOSPagelnterval 1
DOSSitelnterval 1
DOSBlockingPeriod 5
DOSWhiteList 8.8.8.8
</IfModule>

Oner bonues, mega-admin.com
LVEE 2011




APACHE

is the size of the hash table that is created for the IP
addresses monitored.
is the number of pages allowed to be loaded for the
DOSPagelnterval setting. In our case, 2 pages per 1 second before the IP
gets flagged.

Is the number of objects (ie: images, style sheets,
javascripts, SSI, etc) allowed to be accessed in the DOSSitelnterval
second. In our case, 50 objects per 1 second.

Is the number of seconds the intervals are set for
DOSPageCount
Is the number of seconds the intervals are set for
DOSSiteCount
Is the number of seconds the IP address will recieve
the Error 403 (Forbidden) page when they have been flagged.

Oner bonues, mega-admin.com
LVEE 2011

GNU/Linux



Cnacunbo 33
BHUMaHune!

Oner bonues, mega-admin.com
LVEE 2011
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http://sysoev.ru/nginx/docs/http/ngx_http_limit zone_module.html
http://httpd.apache.org/docs/2.3/misc/security_tips.html
http://www.watchguard.com/infocenter/editorial/41649.asp


http://www.xakep.ru/post/16071/default.asp
http://forum.antichat.ru/showthread.php?t=10918
http://ha.ckers.org/blog/20090617/slowloris-http-dos/
http://www.xakep.ru/post/49752/default.asp?print=true
http://sysoev.ru/nginx/docs/http/ngx_http_limit_zone_module.html
http://httpd.apache.org/docs/2.3/misc/security_tips.html
http://www.watchguard.com/infocenter/editorial/41649.asp

NMpuno>xxeHue

#00Lee KoIM4ecTBO coeanHeHnn
cat /proc/net/ip_conntrack | wc -I

#Konnyectso SYN _RECV cokeToB
netstat -an | grep SYN_RECV | wc -I

#C Kakux IP CKONbKO 3anpocCoB:
netstat -ntu | awk '{print $5}'| cut -d: -f1 | sort | uniq -c | sort -nr |
more

#Konm4ecTBO anavye-npouUeccoB B cucteme
ps wax | grep apache | wc -

LVEE 2011

GNU/Linux



NMpuno>xxeHue

net.ipv4.tcp_keepalive _time = 60
net.ipv4.tcp_keepalive_intvl = 10
net.ipv4.tcp_keepalive probes = 5
net.ipv4.tcp_syncookies = 1

net.ipv4.tcp_max_syn backlog = 4096
net.ipv4.tcp_synack retries = 1
net.ipv4.tcp_fin_timeout = 7

net.ipv4. netfilter.i ip_conntrack_max = 65536
net.ipv4.netfilter.ip_ conntrack_ _tcp_timeout close = 10
net.ipv4.netfilter.ip_conntrack tcp_timeout time wait = 30
net.ipv4.netfilter.ip_conntrack tcp_timeout last . ack = 30
net.ipv4.netfilter.ip_conntrack tcp_timeout_ close wait = 30
net.ipv4.netfilter.ip_conntrack tcp_timeout_ fin _wait = 60
net.ipv4.netfilter.ip_conntrack tcp_timeout_ established = 30
net.ipv4.netfilter.ip_conntrack tcp_timeout syn recv = 30
net.ipv4.netfilter.ip_conntrack tcp timeout syn sent = 30
net.core.rmem_max = 996777216

net.core.wmem_max = 996777216

net.ipv4.tcp_rmem = 4096 87380 4194304
net.ipv4.tcp_mem= 786432 1048576 996777216
net.ipv4.tcp wmem = 4096 87380 4194304
net.ipv4.tcp_max_orphans = 2255360
net.core.netdev_max_backlog = 10000

kernel.msgmnb = 65536

kernel.msgmax = 65536

kernel.shmmax = 494967295

kernel.shmall = 268435456

net.core.somaxconn= 16096

net.ipv4.tcp_sack = 0

net.ipv4.tcp_timestamps = 0

net.ipv4.tcp_window_scaling = 0

*MpnBefeHHbIe NapamMeTpbl MOryT BbITb N3MeHeHbI LenecoobpasHo cuie DDoS

LVEE 2011 LGNUILinux‘



The Jll}' -nf Tf"{.’ll h_l. Nilrozac & Hlla;:;__'u

I'm so proud of Jimmy.
Apparently he's one of
the world's hest at a new
computer game.

Oh really!
Which game?

Something called
"DDOS Attack”

00 GeekCulturg'™

=4 LU

joyoftech.com
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